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Abstract: In smart healthcare, cloud computing and the Internet of Things are combined to solve the problem of real-time access to large-
scale data. However, the data is uploaded to a remote cloud. It increases additional communication cost and transmission delay. Fog
computing has been introduced into smart healthcare to solve this problem. The fog servers assist the cloud server to complete data storage
and access locally. It contributes to low latency and high mobility. Since the medical data is highly sensitive, how to design a fog
computing-based smart healthcare authentication protocol has become a research hotspot. If the data is tampered illegally, the consequences

will be catastrophic. Hence, the authentication protocol should be secure against various attacks and realize the secure data transmission
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among users, fog nodes, and cloud servers. This study analyzes two schemes for smart healthcare, and points out that Hajian et al.’s
scheme cannot resist stolen verifier attack, denial of service attacks, impersonation attacks, node capture attack, and session key disclosure
attacks; Wu et al.’s scheme cannot resist offline password guessing attacks and impersonation attacks. Furthermore, a fog computing-based
three-party authentication and key agreement protocol are proposed for smart healthcare. The security is proved by using the random oracle
model, the BAN logic, and heuristic analysis. As result, it is secure against known attacks. The performance comparison with related
schemes shows that the proposed scheme is more suitable for fog computing-based smart healthcare.

Key words: authentication protocol; smart healthcare; fog computing; key agreement; Internet of Things (IoT)
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2019 4E, Jia 25 N PO — ST XU 0T (1) 25 B RE B 7 A 3 I 4 DATIE 7 58, 2021 4F, Wu 28 A PI935
Jia % N PV RAFAE 2 A B, R — AN RIS T . Wu S NP RS 3 AN B M B B
M B INIES AN B, FENSE5EARHAP . RS F0 8. REVIGEIL, CSPIEN RS T %
B s, TN Py = sP.

51 FPEMMER

() A7 U BB S B iR 1D, 5 114 PW;, 3B ANBENLEL 7, , W RID; = hy (ID; || PW) &7, .

(2) U; = CSP:{ID;,RID;} .

(3) =M% W FNE B {ID;,RID;) J5, CSP LB BENIE x; , W5 q; = ha UD; || sl x) , WH R = q:®RID;, D; =
ha(q; || ID))® RID; , ¥4 Z 5D, x) A- 1B 2, 15 S8R, D) fAIE R Re k.

(4) CSP= U;: EHeE.

%) U; WEE GRS, WA G =Rer, Vi=D;or, NERERFMRESER, D, , BSH G, VAR HER.

52 ETRUEMMER

(1) Z5 8 Fy M G AR YLD, KTH I8 (ID V8 I 2 A5 R 1% 4% CSP.

(2) CSP LR B AID; ), IEIBEHE y; € Z, , 5T g; = ho(ID; || s || y;) . CSP S HUID,, y ;) ALK .

(3) CSP = Fy:{g;}.

53 NESZAMEMNE

() AP USANBWRIRID; 5 04 PW,, AR iT 8 g, = Gi@h UD; | PW)), Vi = ha(q; | ID)® h(ID; || PW)),
WUV = VR O, ST, U N e e Z,, W vi=a-q;, A=v,P, C=v, Py, PID; =ID®
ho(C), N;=hs(C |l g | A1 ID; | ID; || Ty), T 2 2470 I [a) k.

(2) U; - Fy:{A,PID;,N;,T}}.

(3) %7 & Fy OB BAA,PID, N, Ty} I, AT AT, 35 T A 2%, BIRBE L b e Z,) , i 5Tve=b-g;,
B=v;-P,D=v Py, PID; =ID;®hy(D), L; = hy(C |l g; | A || PID; || ID; || T>) , T» >} i i} ) K.

(4) Fy — CSP: { A,B,PID;,PID;,N;,L;, T\, T} .

(5) CSP W33 )& (A, B, PID;, PID;,N;,L;, T\, T} J&, 3 UE Ty, To BIB B, 5T, T, T3, WHC=5-A, ID; =
PID; ® ho (C), WEAREE T H-EAID,, ), W i = ha UD; || s | ), Ny = hs(Cllq: | AIIID; | ID; || T), WAESE N, = N;
AL, W D =5+ B, ID; = PID;@ho (D), NEUHa 5 PR EIID ), 5T g = (D, 11 sllyp), Ly =s(Cllg; 1Al
PID;|ID; I Ty) , o UEAE L] = Ly fE A5 7. 475550 or, CSP BN S c € Z, , T3z, = ha(yj i sllxi), ve=c -z,
E=v.P, Fi=h(A|BIENCIID;|Ts), Fj=hs(Al|BIEIDIID; | T3), K =e(A,B)*, sk=hs(K||Al| BIIE).

(6) CSP — Fy : {E,F;,F,,T5}.

(7) 5 0 Py WCEN A E, Fiu Fj, Ts) I, S0 T A28, 35 T3 2%, WHHLF, = (AN BILE NI DIID; || T5) , %
EER F) = Fy AR OL. 255 R ROL, WAL K = e(A.E)”, sk=hs(KI| Al BIE).

(8) Fn > U; :{B,E,F;,T3}.
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9) AP U W21 BB, E, F,, T} G, SlE Ts A 80, WHEF = (AIIBIENCIID; | Ts), ®iEERXF =F;
AL, 5RO, WL K = e(B,E), sk=hs(K||A||B| E).

6 WuFAGRREMI

6.1 B&OLHEMNKT

BIE ORI BGdi 2 48, TER Be RAEPUBLSURAE |, B & /A H P e RJn, B e g [y 1 45 U e
A4 P B RS2 BT — AN BR A3 8, F Pl 3 AR O AR 12— RE 2 IR T P 104, BRI —ffie i
Bt e (e 22 10 1] 3 g L B b ORI 1A - 3L, SOl kIO 7 U (T RE R 280G, Vi), I DU P
BAEMA P U a4

(1) R S b Y7 B3 [ B HUID; , I 47 2 (] B L PW

@ it5q; = Gioh D] | PW)), Vi = ha(q; 1 ID}))® i (ID] || PW,) = ha(Gi @ (1D} || PW,) || ID))® hi(ID; || PW;),
BAESER V= V&AL, #7355 BAL, KB (D], PW)) 9 IR S FR iR S 14

B) Ve £ Vi, ERHATLE (1) R (2), HEHLBEHK ID], PW)) .

Wu 25 A PSR RE RT3 42 7 ORI et (1 IR DS AE T, 48 B R TR AR AR S0 A Vi, Bk & T LURI I Z 56
RIS W 114 PR I A, FRFR R R 1 4
6.2 HEXE

Bkl @ 2k 0 AR M BEH R P S0 bl s 045, Bk TR & 0ae ) S5 U B AT 20,
il PR AP IR OV R UT U, 5570 RULL R 2 IR 554 58 UM EIE R 23 1 B U i

() LI E L a € Z,, 15 vi=a-qi, A=v,- P, C=v,- Py, PID; = ID;@®ho(C), N; = h3(C || ¢; | A || ID; || ID; || T),
o, Ty g RTINS TR, 598 S8 (A, PID,, N;, T ) B A S5 T8 Rk 4 55 5 Fy .

(2) 9 5 Fy 5 CSP HUTNIE S %A R BLA2D 3R (3)~(8).

(3) NAIAF SR E (B, E, F,, T5).

(@) B0F T5 WA, V3L F) =hy (AN BN ENICIID; || Ts), BF53 Fr=F Je 5 BOL. #5380, VM K=e(B,E)™,
sk=hs(K|IIAIBI E).

Wu %5 A P95 ZEAPAE 22 A BB I R A B R E 48 e R A7 AR B0 Vi . AENIE U, 8 e R AR A7 A
ANBIE R PN B4 TR B R (R 30 IEE, (R XU AT, 755 P3O O M B, i vz a8, vy LR
I Wang 25 A\ P2 HASORA 56 TEH AR, IX— ARG M i e 1 DR A A 30 1F 5 |12 1) B9 28 114 500 ) .

7 HRBFAYL
AR —NETFEUENE R = FNESEAD R AR FERISE5HEAEAP . FWE. sk
B, TR R P ST RS IR S S AR TR T B LT 7 M.
71 RGAIAKMER
MNZRBH, 2R CSPILBA R F, EM— AR IIZe#E E(a,b), Forb p I KTEL. P A Ep(a,b) I
AL, CSPIEW ARG FHH s, W AH Pow = sP, I — 2 A7 BB (), BT FR S AES-128
VL E()/Di(-) .
7.2 APEMMER

(D) 7 U WS b3 R ID; 5 114 PW,, SN ERHAE by , 15T (04,6;) = Gen(b;), RID; = hy(ID; || PW; || o) .

(2) U; = CSP :{ID;,RID;} .

(3) CSP WLEINH JBAID,, RID; ) Ji7, SEHUBENIEL x;, x; A BHISAE D 7, F- TR P SRA3 48 e i TRE 2 Il e
CSP 5L A =h(UD; || sl x;) , Ri = A;®RID; . CSP M Z (R, x} AL R BE R, ¥ Z8UID;, x;, cou = O} 47 BEEHE 72
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(4) CSP= U;: BHgE.

(5) U W REF 5, tH5L Vi = h(ID; || PW; || o) mod n, Fort n i 28 <n <210 fl— ANk, B 250V, 6))
AR e,

7.3 ENRUEMME

(1) Z575 1 Fy WS B bR URID ;4 (ID )il i 22 4 A5 18 R 1% 45 CSP.

(2) CSP WEIID,} ), LI BENLEL y; € Z,, 5T k; = hi(ID; || s 11 y;). CSP RS EID,;, y ;) A7 BERH .

(3) CSP = Fy:{k;}. CSP B W i N1t )5 20K 3540 5 N 2515 1.

74 INESZERINEMER

JITH T S M TAIE S5 B B W i B B s S 1R,

(1) HP U BN S0 ARIRID; 5 104 PW; , M N EWRRED, , 15 o = Rep(b,,6;) , RID; = hy(ID; || PW; || o),
Vi =RID; modn , ®AESE V] =V, 2 7 aL. 47 88 5Ok, SeBENL S € Z,, b H B =rP, Ci=r Py , Fi=
Ec(D; || x), A =Ri:®RID;, G; = hy(A; || B; || F; || Ty) , Heth, Ty A 24 i I (] k.

() U; = Fy :{B.,F;,G;,T}}.

() R FyWENE BB, Fi, G, T G, SiE Ty A8, 2 TV 30, IEBBENEL o, W Li = P, Ni= 1y P,
0;=EnN(IDj|lr2-B)), M;=hi(k; | L || O; || G; || T2) , Horf T, g M I (AT K.

(4) Fy — CSP : {B;,F;,G;,T1,L;,0:,M;,T,} .

(5) CSP WEIWE BB, Fi, Gy, Th, Li, Oi, My, T} )i, JAIE T, FRLE, 45 T, AR, WWE N; = 5+ Ly, (D, || r2B;) = Dy,(0).
W4 ID; LB K R AID v}, Wk = D sl yy), M; = hi(k; | Li 1| O; | G | To), BN M, = M2 75
3. #EESRST, CSPRIAEZE N 15 Fy , AT T —D 5.

(6) CSP T Ci = 5+ B;, (UD; || x;) = Dc,(F,) . R4 ID; FEHHE R BNID, i), Biib 5 x) = x R AL 5%
KBOL, WA =D |l s x), G =hA N B | Fi I Ty, WiFER G = G &G WAL, 357 % UA oL, R 48
BT AR AT e SOt # 3K, AT cou = cou+ 1. ¥ cou > 100, B g KA. 357G = G, CSP IRINEA ' U;
PAT N PR

(7) CSPIEHLBENLEL rs , TS TEEH sk = hy(h (A | C) | i (rs - 12BY) , WOy = By (r3- B | (A || €))L Y=
Ec(r3-L), Zi=m(YillA), Wi=h(k; | Qi | Yi 1 Z;) -

(8) CSP — Fy : { Qi, W, Y, Z; }.

9) Fy BEHBA Qi Wi Y Zi 4T, W] = hy(k; | Qi 11 Y 11 Zy), Bl 55 2 W) = Wi S A5 80T, A7 38 nr, o5
(r3B; || hi(A; || C) = Dk,(Qi)s sk =hy(h(A; || C) || hi(r2 - 13 By)).

(10) Fy > U; : {Y:,Z;}.

(11) U R B YLz Y a, WHZ =Y 1A, WiESER Z = Z B oL, 5% 0L, W L = DY),
sk =hy(hi(A;i | C) Il hi(ry 13 L3))

7.5 ARO$S5EWFEEFHNER

FH P IR LT A5 SR AR 1 5307 11 4 b5 AR AT

(1) F7 U NS 3 bR D, 1% PW;, "L AE b, , B8R TH5 (074,60, = Gen(by) , RID; = hy(ID; || PW; || 07y)
Vi =RID; modn, RAESFI V] =V, Je 15 L. #7557, SEVEHT P fi B 2 R ) RAAE.

(2) W BB i 4 PW RVEYRFED, 5, B AE R U 5(07,00) = Gen(b)) , RID; = hy(ID; || PW! || o)) , V| =
RID; modn, R, =R,®RID;®RID, . it RALMESEUR,, x,, V!, 6]} .

7.6 RPEEMMER
MRS BVE R P Uy (PR VAR B, HHER U, IR ReR, SEI, U AT P TR, SR
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EIS kT

(1) AP USINSBARIRID; . 14 PW s HEWIRAE by, U5 (01,6) = Gen(b;) , RID; = hi(ID; || PW; || o) .

(2) U; = CSP : {ID;,RID;} .

(3) e B34 & (D, RID;) Ji, CSP S BUBENLE x;, V15 A, = h(ID; || s || x;), R = A; ®@RID;. CSP ¥4 B8 (R;, x;} 713k
PR, ¥ SHUID,, x;, cou = O} AFREHE A

(4) CSP = U;: BREE.

U, Fy csP
N ID, PW,, b;
it5% o=Rep (b, )
RID=h, (ID||PW|lo;)
V=H, (RID,) mod n
IR vr=v, & 15 ML
JEHRBEALEL
B=rP
C=ry Py
F=Ec (ID]lx;)
A=R,®RID,
G=h, (A||BIIF||T))

{B, I, G, T}
—_— s

JEECBEALEL
M5 L=r,P
Nf:rz'Ppub
Oi:E.\',. (D||ryB;)
M=h, (K|IL]|O/IG|T>)
{B, F,, G, T, L, O, M, T}

I N=seL
(UD||r,B)=Dy(0)
k=h, (ID]Is|ly,)
M;=h, (k|IL]IONIGIT>)
IGUE M=M, & 15 AL
C=s'B,
(ID|x)=De(F)
Azh, (IDls|lx;)
Gi=h, (4]|B|IF||T,)
BHIE x=x, 5 G=G, /&AL
TR BEHLEL 7y
sk=hy (hy (A{|C)llA,(r57,B)))
OFE, (ry Blih, (4]C))
W=h, (|| QIIY11Z)
Yl:EC’ (ryLy)
Z=h, (Y|4
{0, W, Y. Z;}
L= e TS

TS Wi=h, (k]|O]|Y]|1Z)
UAIE WEW, & 15 AT
(3Bl (4]IC)=D,(Q)
sk=hy (hy (A]|C)lAy(ryr3B)))
1Y, Z}

N <

P Z=h, (Y)l4)

IGE Z=7, e INOT

rsL=Dc(Y)

sk=h, (hy (4| C)lA,(ry L))

&1 Fr s SIS B PI RT B B
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(&) MBI RER )T, U HSE V= h(ID; || PW; || o) mod n, K ZHU(V,, 6, FHFRER REFR.

CSP BT BENLE x; AE BOA RSB AG Ay, F P BRI JG 75 508 FH P B bm 1R, (B R A F P AR OB R R e 240
7.7 BT G mm

(1) Z5 8 Py B G AR YLD, ¥ (ID; il 42 A5 18 R 3% 4 CSP.

() WEIID) 5, CSP LI BENLEL y; € Z),, WELk; = h(D; || s || y)). CSP ¥ SHUID;, ;) A£ BEEH .

(3) CSP = Fy:{k;}.

8 REMIER

H T Bellare 55 A S H K IAUE VS22 AR O, 07 282 tH 25 400 = IR T-IAUE s 58 2 Y, (6 ) 1 ik
PT7 S M 2 Ak, IFAz R R MM E W I 7 SEs LN B A 2 42 ).
8.1 ZERA

e Z5% JIRMZ 5RO AR 4 CSP. Z ATk F; N U, NS HHWEZ A, B CSPY, F9, U7

o il Bl AMILLL N &l 5 2 5H AT, AT BAU G # 1 g

Execute (CSP*, F§, U ): BHUBTWT BUL, T AL 2 TT 5 A 1T B AR 145 A

Send (CSP*/F4/U{, m): S MBI T 3) Uiy, Bk A [ SLW] CS /S 4/ U RIL G m, S DAL T
S, FFIR[E] A i R R

Reveal (F§,Uf): #1550 F§ 55 U A ple— AN 10, K Fo 5 U AE RO 2 i 1R [P 25 B, A5 WRE] L.

Corrupt (U®,¢): ZTIN S HLAE R A 1 — s AES .

¢ = 1IN, R PR RER,

¢ =20, IRFH 14

¢ =3I, IR AEPPRFAE.

Corrupt (CSP*, F4): BV i) 2 AV, K 2 I 55 i (¥ B sl 547 s IR [l 4 Bl

Test (F§,Up): B ide 2 1847 IR MRS Fg 5 U7 BT (S0 T 30 IF HA e il 8 SK, S AL
WREM b, b =1, 215 % 9 SK; £ =0, i m P — A KBEHL 775 .

o SHEENE. F7ILH S 4/ UL FEBEEIR, AR

@ s9/Us FHNERMISAT, HA S # ] SK.

@ Bitizs Rxt 54 S4IUY M HARFEHATIE Corrupt (54/CS*) A Reveal (S4/UY) .

o i e Ak, Wk HIE HEAT RIR AT, HEWT Test((S4/U¢)) Zil b 1IN b, B # BOBEAE J7 55 X
L APERHE SOh:

AdvE (A) =2Pr(b' = b) -1 ()

A7 Advie (A) &R BG5S RATE U A,
8.2 REIEAA

EIE 1. 14710 Dpy MR Zipf 534 27 BBt 8 A AE 2 TN ] 3 1T REAT g, IR Execute 1, g, IRV A
#ifil, g, UK Send B, qp YEMIBEHAS (FIRE 242 18 bR $ B A g, JORTRR In e/t 250, A

2 2
(g, +q)"  6qs+q, 24:+9; 42
* " Y211 L 2 T 2qnAdv @

b, b, b, Loy BEAEAS R A MRS A R B RN i L A AdvECPHP Dy it A % Yk ECDHP 11
3. LL Tianya 145384 B0 451, |Dpw| ~ 13 million, s = 0.155478, C” = 0.062239.
LB HUEBEH 1, & L R AR @ (0<i<6). Prly,| B F ALEH K G PRI 5E W b 1K 1

AdviF (A) <2C"*q
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@ : ZIF AT 0 ELSE B 1 Bk, BRI
Advie (A) = 2(Pr[xo])— 1 3)
O : AZIWERR AL A A5 513 A gy FIOC RN /85 53R A SRASA NG A5 TS LA BN 25 /A B 70 5 Bl i B
B H, (a) N, HRERIER Ay, 7 Ay BEHKaW—4083% (a,b), BRI b ; 450, FEIEENLEL D VEH a 1IVG 75 1H,
IR (a,b) WINBIFIE Ay  WEIINEE AW E (@) B, FEBIRPIR A, 5 As S —FAHKIIER (kaB), B
[\ g5 750, I BENL TR B AR a N 459 (3% 30), KL (ka.B) IINEIFIER As . W BIR % 251 Dy ()
I, B RINE A, 5 A 5 SANRINCE (kaB), iRI[E o ; TN, SeEBENL 745 85 o 154 B IRk 45 5 (W
30), ALK (k. B) TIMBIFILR Ae . ZWERR WERR Do SEAS T X A3H), BRI
Prxo]-Pr[x:1]=0 4)
@, : LR PR BB RE R0 & A, LR ISR ZERT, Wk £k
TH TG 1. Wa A o 5 SOOI SR 35 Mt 5 A i e 25010 i HE R AR R
5B 2. SFRINEE (R (25 30) KRR, JLAEE A ¢2 /25,
T 3. A B R A R .
M4 A= H v IR, £53-39):

2
G, U, 4, @+e)’

|Prh/1]—PrD(2]| < o+l T Db+l + 25+l + 2p )

O R B H ARG BIEAE G, My, W, Z;, Dy EPAT, Rt
|Pr[xs] - Pr[x2]| < g5/2" 6)
Oy WUR BT AR R VAEME A, , WM ERAT, BRI A
|Pr[/\/4]—Pr Ly3]| < q,/2" (7
@5 : WERBLTH ABAT Corrupt(UY,¢) T, JoH 5442 C;, PRl k3T
47 Corrupt( U,z = 1,3), Biki & ARG F 8 e R CHESHR, , MR A g,/2" .
Fi Corrupt(U%, ¢ =2,3), Wiki & ASEMA P 04, SRk ¢'q,”
# Corrupt(U%,¢ = 1,2), Bili# ARG I AEDIRHE, HEE 2y g,/2".
[N A5 5
Prys]—Prlyal| < q:/2" + C'qs" +q,/2" ®)
D : FELIERR T, (F AT IE A5 U5 WL, (A&7 TS HLH, ) SRVH RS T8 5 8. FATT WA A5 7l 5 ML) XK
i ARV — TN, i, ATA:
Prys] = !
6] = > ©
AT, BonBidh A AT A T W Ry (hy (A )| C) || hi(rirars P)) . BT AR A, IBANEAR O 5K Os
JEARTT XM, R :
[Pr[xs] —Pr[ys]| < Pr[I] (10)
W BB AT I R AT hy (b (A | C) || i (rirars P)) , IS AFEE Ay IRELE rirrs P AR — 410 3%, tah
S0, 1 Ay BN I, 95] ECDHP i qi A
h
Pr[[] < g, AdvEPHP an
WA (D)2 A, &4

2 2 2q,+q% 2
+ 6qg, + qst4q
(g5 +g.) + qs t 4 + I, q: +2thdV]}E’CDHP

AdV;ke (A) < ZC,*qi, + 24 2L 28

12
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83 BARZRENI

o3 Hajian 2 A 2707 % 5 Wu 25\ P55 R 10 22 A B, 7477 % R BEORIE4S R . Diffie-Hellman % 4]
Ao G A 0 IE 48 0 AR . AV E W AR 77 S RS ARHUHE L RO 22 A, B AR M Bt o B A A
Wit WIS, 0BG, SRR A B4 A R

(1) B2k 45t

FF 4R 77 % 3| N AEWIRE . ORI+ Honeywords H2A B2, LIS /™ B G I TIE (0 22 A P, (4 FH 7 11 A A
TR o DT P S IE 16 B2 Ak, BN I E R, BV AR AR A P P 55 ARk 1, S T i
SO R, B TN B A 000 K%, A A AIE B — R AT (ARIE 7 2% 5 AR A G T I, Beah
5 AT B SR VR AT, A BRI S 14

R S FBUBIRE (V] BT P S G SUR 14 % 32 A, Yo = 28 B 15 2 b At
SV = V. B SO P 5 A AL, TR DRI P 1 A, A 14 sh R T T
[ 114, Bt RS e M 738, 75— 22 B i 114, 7 % %M Honeywords $5 A, FIFI L K258 x,
KO 14 7R SR T T . B 3 P R U, RIS B S K, (LRI A, R R IR 25 CSP B
(B;, Fiu G, 1) I, R = xi, G} # Gy, CSP NI SR AT ok (4 S PP 80 R et 27 CSP MK P4
F{ID;, t;, cou}, T cou = cou+1. 2 Cou> 10 I, AL H F B RER, MM 2 BH 1 - 7F e g il Bk

RN, ST kAR, R 7 48 908l = H 2 2 Ao, BOh# e 3RO 2 HOAE 2B AR [ 2 O 00, Tk 4R
FEERLB A A; LR (08 3 AR .

(2) WA Hli3RI

TN I e e . U SRR VBT A 7 5 1R A BRI B A, AE A B T . B A
O A AR, 2R MR AR ( J7 10 2 4 M AE TR 7 28 b, M3 i 2 P B 5 5 1 R 3 a5 )
ey AR E T BEALEL ry R AT, BOiti % TR 5L ry - 13 By, BOiti % EHEV LR B0 sk . eAb, 1 0475 B B v 51
AR, Beabi # TR ky 05 2 5 B 0 e I, (5003 90k, X ISORACFE P A TE DR 28 L AR5 89
TS . Tkt th TV A 4 ke, Bl F B . B AR A, . IR, HORR Y A
YA VEIE AP R (R, R R RS B % Dt [FURE R, 700 & 15 S A O s F, i TRl

o B A, 80 T A A .

(3) RUAINIE

T T e, PP 2 M B G U BRI A, , 0500 25 MR B G ey . DA E 5 B D A B
ZEH S8 5 B AR Ky TR, 252548 15 PP AR A, FOATAEE. 590 A L Qi Wi, YinZ ), 5 W) = Wi,
T2 5 B BUAE P, TS 10 R PP (ST S P B L Q1 Wi, Y2, 5 20 = 7, RIS
S U 5507 80, AT PR P R 3510 A 00 FCSEPE . (LA R0 — 10, PP 55 00 2 AR A I T2 =
Ji CSP I SE R, AL R, 4P 08 A b, W) B B 97 1% 40 A7 1 CSP, R g it
WA, TR 7 SO T FH P R A (R B RSB ).

(4) =I5 AR EHI

T RS B b, SR B RS 8 2 A, DR AE 7 S B = T
TN TEPTH I ek, SE T 4% Diffie-Hellman % 1A AL, 9 258547 sk = hy ( (A, 1| Co) | rirarsP),
SUA A FRBEHLEC o, s BT . %505 00 2RSS B RO T 5T 1y rars P, 250 910 22 A I o 2 5 Okt 5
SR B8, itk — R 22 A, SR EHIN0 A T— A K IR Ay (A, 11 G, AEASHE K0 £ 7 B L O
LT, AR TEVEAR 8 23 ), (RAAE T Iy S AR e 5 A 2

(5) 441k

PRIy S ST ) 5 44 L 51 1 b U0 44 ST 2 R E TR 0 (351 80) B IP BHLBORN 25 1 55
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AANH, R RO FRINEE B, s T B ORI S A B bR UL AR R IR T i 28 Diffie-Hellman %5838
e, Az BRI B B, ORAIE AT 2 45 5 A e AR T ., ST P NS S B AR SE T I BE AL A
FAFFIZEAT BBl B O RU, CRUERER A S B4 B O b UV AN R (9, SEI0 T A B R

(6) I ) 224k

Jr 5 ST AGIE I 26 Diffie-Hellman 2 8148 4 AR g & UG 2587, AL BEHLEL r,ra, i I 28799 1L
BREAEWEU S ryrars P BB A 3RS IR 55 24 s, T W o i 28 3 w0 50 S AN mT Mt ), Ik vk
W rirars P, BT 7 ZZ 20T Wi 1) 22 4 k.

(7) WEBGH

CEE M B, P K 1A TR A DGR B R 45 = I 25 4%, 25 RSS2 AN BE AR I P 3 10y st sk i, 7l
FUEA WA, R, B kR AR, TP AR O e Y sl g5 A [FIREIR, 6 55 SR, AR
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